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Radio Frequency Interference

« Unintentional
— Miss-tuned or faulty equipment, Space Weather

* Intentional o — Ny
- Jamming, Spoofing, Meaconing — A AN

* Impacts of Jamming

— Recelver
» Degraded positioning
» No positioning

— Services
« Small nuisance
« Economic impact

« Safety impact

):
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Counter-measures

» Legislation (Supply, Possession, Use)
* Education
 Enforcement
— Detect and remove
— Direct or indirect
« Equipment
— Antenna
— Recelver
— Hybridisation
* Procedure/process
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Counter-measures

» Legislation (Supply, Possession, Use)
« Education

 Enforcement
— Detect and remove [

— Direct or indirect

All dependent on }

. Equipment understanding the threat

— Antenna
— Receiver
— Hybridisation
* Procedure/process
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Testing

* Real-world data samples

« Simulations

* Lab Tests

* Tests of end-to-end solution
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Post-Correlation Detection Events
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Pre-Correlation Detection Events
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Characterisation
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Dashboard Jammer

RHCP: Maximum Gain: -10.87 dBi 90° Jammer No. 1 - Freq: 1.5750 GHz
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Glovebox Jammer
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Boot Jammer

RHCP: Maximum Gain: -14.13 dBi 90° Jammer No. 3 - Freq: 1.5750 GHz
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Automotive Testing Center, Aldenhoven
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Check End-to-End Solution

DETECTOR - Control Centre - [Event Analysis - [C:/Program Files/NSL/Detector/Events/prb002_04_30_13-14_16_33_4625_dat.RF]]
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Check End-to-End Solution

4 DETECTOR - Control Centre - [Event Analysis - [C:/Program Files/MSL/Detector/Events/prb001_04_30_13-12_48_11_265.dat.RF]]
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CLASSIFICATION_TYPE = CHIRPSAWTOOTHDOMT
HIEH confidence === signal IS spectrally periodic,

HIGH confidence === signal IS5 spectrally warying.

HIGH confidence ==z signal NOT freq hopping.

Characterisation - LB Chain

Spectrogram Chart - LB Chain
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Power Recelved
on Gantry

History Chart - LB Chain
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Testing Included:

« Automated detection & classification
« Range of speeds

 Different antenna placement
 Different jammers

 Different gain settings

Obstruction conditions

Moving probe

Tablet PC

in all Scenarios
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Deployment
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DETECTOR Interference Workshop

¢ 26 & 27 September 2013
« Automotive Test Centre, Aachen, Germany

 Demonstrations

— Impacts of Jammers
— Detection Solutions
Presentations

— Applications

— Technology

— User Needs

Further detalls to follow at:
http://www.gnss-detector.eu
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http://www.gnss-detector.eu/
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Thank you for your attention!

The work presented in this paper has been co-funded
under the EC FP7 programme through the European
GNSS Agency (GSA)

www.gnss-detector.eu
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Pre & Post Correlation Techniques

Spectrum

Pre-correlation o \
Detect effect of interference /
on raw RF signal ok L e
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